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What is local-first?
Motivate our authz approach
Describe Keyhive's design
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Familiar user experience 6 
Live collaboration speed 7 

Interchangeable sync servers 8 
Automatic (no manual merges) 9

How much can you trust  

a random sync server?
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100,000s interlinked docs :
10,000s readers ;
1,000s writers ✍
100s admins =



"Key" Motivation
Paranoia Level "Informal Threat Model"



"Key" Motivation
Paranoia Level "Informal Threat Model"

Secure against the FBI > 
...but not the NSA ?@

Confidential journalistic sources 
Corporate documents / secrets 

Personal planning / family finances 
Because of CALM, we can have PCS, but only weak FS
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If we do our job well, it'll seem "familiar" and "boring"
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Unix Philosophy

Keyhive 
(Auth)

Key  
ManagementIdentity

Name System Networking 
(Mixnets etc)
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Auth-as-Place
Cloud: Auth-as-Place ☁

✋GC

"Over Here" "Over There"

J

M
J J J J

"Over there" is a bottleneck / hard to scale
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Example High Level API

authedDocHandle.change(doc =" { 
  doc.event = "ReCAP" 
  doc.city ="NYC" 
}) 

authedDocHandle.addMember(alice, ADMIN)
authedDocHandle.removeMember(bob)

Convergent Capabilities
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Wrap Up

Mutation Control ✍ 

Convergent capabilities 

Concurrent revocation 

Read Control ; 

End-to-end encryption 

Causal encryption 

Backdating-Aware Revocation

Covered at The Highest of Levels
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