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+ Local-first data

+ WNFS: distributed private file system

+ Implemented in at least TypeScript, Rust, Golang
+ Electric coins, streaming payment channels

+ HD wallets (key management)

+ Long-running, asymmetric channels



Motivation ..

Deterministic Keys in WNFS




Motivation ..

A Tale As Old as Time



Motivation ..

A Tale As Old as Time

+ PLT cross-pollination driving innovation in cryptography
+ Really simple idea with lots of applications
* Interesting way of arriving at it / analogies to other areas

+ Let's talk number systems & applied cryptography!
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Hash Chains, Lamport OTP, & More!
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Samy Kamkar's Drive it like you Hacked it

Replaying Rolling Codes

https://www.youtube.com/watch?v=UNgvShN4USU
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Analogy From Counting

One Hash, Two Hash...

12
34






"Can you do Addition?” the White Queen said.
"What's one and one and one and one and one and
one and one and one and one and one?"

' dont know, said Alice. ™I lost count."

"She can't do Addition,” the Red Queen interrupted.

— Lewis Carroll, Through the Looking Glass



Analogy From Counting
The ishango Bone

Ishango Bone
Congo
~20,000 years

\ " Agriculture ~11.5k years
& Herding ~ 10k years

Lebombo Bone
South Africa
~44,000 years

Joeykentin CC-BY-SA 4.0

https://commons.wikimedia.org/wiki/File:lshango_bone.jpg
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0O AT x = X
1 Af x - f X
2 Af x - f (f x)
Af x - f (f (f x))
h3 X - h (h (h x))
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Naive

| | |
Succ (Succ (Succ Zero))
Af X - F (f (f X))

h (h (h x))
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Abstraction By Symbolic Juxtaposition







Mathematics is only the art of saying the
same thing in different words

— Bertrand Russell
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+ Really fast secrets thanks to positional structure

+* In production in several systems, still finding more uses
+ Very disparate ideas share some common core

+ Many ways to tackle a problem

+ There's still tons of low hanging fruit out there!
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