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Local-First Access Control

• Comparable experience to cloud auth, minus the servers 

• Control who can read and write to documents 

• Compatible with swappable/interoperable sync servers 

• Not store data in plaintext on those servers (encryption at rest) 

• ...but still be efficient: support Automerge compaction 

• "Wikipedia-scale" (100k+ docs, 10k+ E2EE readers, 1k+ writers, 100s admins) 

• Secure "at least at the level of the FBI, but not necessarily NSA, MSS, or Mossad"

The Highest of Levels
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A Different Context

• What do we trust servers to do? 

• Hold our bytes and not delete them 

• Only send those bytes to someone with the right permissions 

• Trust them with the knowledge of our auth graph 

• Server knows who (IP address & public key) requests which doc IDs 

• Defence-in-depth strategy against buggy or poorly run sync servers (or break-ins)

In Sync Servers We Trust (as little as possible)
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Honest Model, Simple to Use

• "If you have it, you can use it & share it" 

• Closely models auth ground truth 

• Natural programming model "like passing handles"

Convergent Capabilities
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Capability Space 🪐

• Make the box as small as possible! 

• Fewest resources 

• Fewest actions 

• Least amount of time 

• (Revocation considered a last resort)

Actions

Time 
(Wall or logical)

Resource(s)

Capability Space

Convergent Capabilities
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🎭  Expressive & Extensible 💗
The unreasonable effectiveness of syntactic checking
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["==", ".planet.name", "Saturn"] 

[ 
  "and", [ 
    [">=", ".team[9]?.size", 4], 
    ["==", ".ceo.first_name", "Boris"] 
  ] 
] 

[ 
  "every", ".recipient", [ 
    "or", [ 
      ["match", ".email", "*@example.com"], 
      ["==",    ".email", "fraud@not.example.com"] 
    ] 
  ] 
]
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===, match 
>, >>= 
<, <<=

not 
and 
or

every 
some
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Wrap Up

Mutation Control 

Convergent capabilities 

Concurrent revocation 

Read Control 

Causal encryption 

Continuous group key agreement (CGKA)

Wrap Up



🎉 Thank You, DWeb YVR 🇨🇦

🦋 @expede.wtf 
🐘 @expede@types.pl 
✍ notes.brooklynzelenka.com

* On the unceded ancestral lands of the xʷməθkʷəyə̓m, Sḵwxw̱ú7mesh, and səlilwətaɬ Nations

       github.com/ucan-wg 
🐝  inkandswitch.com/beehive


